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The initial Proposal
"Entry Exit System

"Registered Traveler Program
*SBC Amendment
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Proof of Concept
sTechnical Study
"Pjlot
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The Technical Study Main Findings

"EES
=TOM A (Using only Fl and no systematic 1:N identification)
=TOM B (Using Fl, 4 FPs and systematic 1:N identification at

first entry)

=TOM C (Using Fl, 8 FPs and systematic 1:N identification at

first entry)

"RTP

*TOM M (fingerprints and photo being part of the registration in the
RTP application process (VE))

*TOM N (rely on the existing biometrics of the EES (VE))
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Smart Borders Pilot

=Kipoi Evrou (17/04/2015 - 19/08/2015)
"Checks using hand-held device

*Port of Piraeus (04/05/2015 — 09/08/2015)
"On-board checks using mobile suit-case
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Smart Borders Pilot: Kipoi TC’s
"TC1: Enrolling 4 fingerprints

"TC2: Enrolling 8 fingerprints

=TC3: Enrolling 10 fingerprints

*"The above were always combined with:
sTC5: Capture of iris pattern
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Smart Borders Pilot: Kipoi Results

"The device could be helpful in case of large queues

"The device is sufficient for max 4 fingerprints

"|ris capture was difficult in eastern Asian travelers
"It would be interesting to test this device for facial enrollment
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Smart Borders Pilot: Piraeus TC's
*TC1: Enrolling 4 fingerprints

=TC4: Enroll live facial image
"TC6: Capture facial image from e-MRTD

sTC7: Verification of Fl captured from e-MRTD against
a live facial image

PSC Europe Forum Conference 11 24/11/2016



EL

Smart Borders Pilot: Piraeus Results

"An end-2-end process would be more enlightening

"Photo was very reliable and more acceptable

"Process helpful, the device not very reliable

"Travellers Reluctant, hesitant, suspicious, sceptical
mainly due to the fingerprints
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The amended Proposal

Entry Exit System SBC amendment

e 4 fingers + Facial Image e Regulates ABC systems

e EES + VIS interoperability e National Facilitation

e 5 years retention period Programs

e Law Enforcement Access e Facilitation of Border
Crossings
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National Facilitation Programs

*Optional for MS
"\Voluntary for Travelers
*Not centralized

=*Sha

appl
esta

| be assessed before the end of the third year of
ication of this Action in order to conclude whether to be

blished as a Union Program

=Derogation to the thorough checks
"How to ensure harmonization?
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T

ne Verdict

aT

ne abolition of stamping: the most groundbreaking

feature in Smart Borders
sShall reduce dramatically the border control time

"Promotes Border Control Automation
"It may lead to a paperless Passport

= National Facilitation Programs need to further
harmonized and promoted

*"ABC and Facilitation systems need to be further
standardized between MS
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Taking the Smart Borders Pilot
One Step Further

PSC Europe Forum Conference 16 24/11/2016



EL

7 A
The FastPass Profile ;;gss

a harmonized, modular reference system for all /llewv
European automated border crossing points S—

Umvers|tyof B | [ pesiidinr -

@ Reading
sar

Z Fraunhofer
1058 secunet

\\‘vlatp‘ﬁ:h‘- L. vy r. ! .11

OOOOOOO izons. %aglﬁr!
Facts: GUNNEBO" :» 1cuipo
Project start: 1.1.2013 # GSD m

~/ [ 2
"\ rFraport nds

SECURITY DEPT

Project duration: 4 years

Funding: EU FP-T7 Security o m
. £ D Giesecke & Devrient
Coordinator: Markus Clabian, AIT Austrian Institute of (@ reating onfiden
Technology TAMPEREEN @’7“’“ wwwwwww
YLIOPISTO
i iTTi
Consortium: 27 partners EEs
Gy of oo MIRASYS(\

Source: https://fastpass-project.eu

I *****
L L PSC Europe Forum Conference 17 24/11/2016







EL FastPass sea

[Las update: 03.12.2014) 'ﬂ
LA
A £ et
Ny’ 0]
j> M=) > = FastPass

Passport
m z; reader BCS Server

™

L%
T
—

— Tokens
(Faces]

Backgrownd chack

Safe

PSC Europe Forum Conference 19 24/11/2016



EL

FastPass Concept Innovations

Semi-
Paperless Self-Service
Process

Smart Borders
Ready

Open-Gates
Approach
Ready

Integrates
Ship’s Security
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Smart Borders — FastPass
Greek Sea Borders Scenario Comparlson

Smart Borders Pilot FastPass Pilot

e 4 fingers Enrollment e NO fingers Enrollment

e Live Facial Image Capture e Live Facial Image Capture

e Capture facial image from e-MRTD e Capture facial image from e-MRTD
e 1:1 Verification e 1:1 Verification

* NO 1:n Verification e 1:n Verification (at the e-Gate)

e Manual Process e Self-Service (2 Kiosks + 1 e-Gate)

e NO End-to-End Process e End-to-End Process

e Max 125 enrollments per trip e Max >350 enrollments per trip
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Athens International Airport
ABC Pilot

o

ATHENS
INTERNATIONAL AIRPORT
ELEFTHERIOS VENIZELOS

= Private-Public Sector Collaboration
=Procurement Published on 21/09/2016

"Proposals evaluation during November
"Rollout — Second quarter 2017

" Mainly based on the knowledge gained from Smart
Borders Proof of Concept and Fast-Pass Project

" We envisaged to be established as a best practice for
="Greek regional Airports

="Greek Seaports
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Human Factors BODEGA/
The BODEGA Project Profile s sinsme s sodercono
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I’ Grinsbevakningsvisendet
The Finnish Border Guard
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BODEGA/

Field Studies Proactive Ephancement

Interviews

Observation
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Human Factors BODEGA/
The BODEGA Project D e Bordr ot
"Harmonization/standardization in order to provide a

unified service

=Better BGs/Travelers experience

" everaged effectiveness through automation

"Advanced security through better identification

"Redeployment of BGs to deal with other areas
"Threat assessment -

"Predictive Profiling
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Smart Borders -
A continuous process

Stronger

Smarter
Internal

Borders

Security
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Smarter Borders &
Stronger Internal Security

BORDER MANAGEMENT LAW ENFORCEMENT entry/
exit
Priim - records
visa
SIS applica-
EU Nationals i @ Schengen Europol tions
SLTD "“s“‘m“"""‘ databases iminal
IDENTITY crimina
Third Country Nationals records
Interpol REPOSITORY
EES
asylum
some VIS applice
Eurodac Visa Lol
{as proposed by the i
™ e
Customs
systems Biometric Matching Service

Single Search

Interface

Biometric Matching Service

* COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL,
“Stronger and Smarter Information Systems for Borders and Security”, Brussels, 6.4.2016 COM(2016) 205 final
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Summary

=Smart Borders shall facilitate border control and shall
provide awareness to all MS

"Further steps need to be done
sSmart Borders implementation

sSmarter Borders and Strengthen Internal Security
Roadmap
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Thank you for your attention!

=Police Major Panagiotis Mertis
*|T Directorate - Hellenic Police Headquarters

*“Mob: +30 6974 099 775

"E-mail:
=" pmertis@police.qr
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