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Ethics is not a checklist.
How to be proactive in collaborative IT for disaster risk management.
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This platform contains guidance for addressing ethical, legal, and social principles
when governing information sharing using technology for disaster risk management.
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Emergency Communications Stocktaking

A study into Emergency Communications Procedures

Lack of
interoperability
between first
responders and
communication
problems are the
most common
findings in post-crisis
lessons learned
eXercises.  uisa2o1
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Fig. 5. Realization image of resilient society by ICT systems.
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Society and European Values

Effects of not sharing
Not just more sharing, but better sharing
Exceptions — When? Start/stop? Who has
access? Whose data?

New Partnerships

Trust

Translation

Civil liberties




BODY-WORN VIDEO

Social Contract

A report by Greater Manchester’s
Independent Police Ethics Committee

 What impact would continuous use have

on police officers? Would it be an intrusion

and additional pressure? Does it support

them against allegations, reduce likelihood

of allegations?

What impact does BWV have on police

behaviour?

 What impact does it have on relations with
the public? Could it create a barrier?
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the law needs to catch up with technological
innovation (Expert at BSSAR 2015)

Data protection legislation ... provides a framework
where personal data can be used with confidence that
individuals’ privacy rights are respected (Armstrong et al 2007)

... when | am designing my CIS ..., | would
read the entire Guidance and cross check what
| have in my head and check if | am missing
something. (Toni Staykova, ConCORDE)
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This platform contains guidance for addressing ethical, legal, and social principles
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Responsibilities for Data o~

Crisis management models typically contain rules and procedures to be applied across the disaster management cycle that
include responsibilities, guidelines, and templates for reporting, data gathering and exchange. The aim is to encourage and
ease data exchange and communication between different agencies resulting in an effective coordination of emergency
planning and response. This may require data stewardship, that is, a commitment to stimulate collaborative approaches that
highlight the value of information to support decision making and build communities around data categories along with
teams to maintain currency of the portal. Moreover, once data stewardship is enacted there is a range of interpretations and
instantiations of those data rules and models, and they cannot be relied upon the different stakeholders to fully understand

their ethical or legal responsibilities for data. Some responsibilities may have to be agreed upon before parties participate in a
CIS, others may need ongoing reflection.

Guiding Questions

Who is responsible for data in collaborative situations?
Who is responsible for data quality and what processes are in place to ensure it?
What processes exist for detecting if information is not entered correctly?

@ Further Information
@ Examples

@ Resources

Related Key Terms

Justice Security Data protection Solidarity Stewardship



How is access to data logged? If a user accesses data, are they then assumed to know and
expected to respond to it?

@ Further Information

@ Examples

In reaction to a perceived failure of data sharing practices after the 2016 Paris terrorist attack
there were calls for more data sharing. However, commentators argue that this may not be the
best way forward. In a critical discussion, Didier Bigo, Sergio Carrera, Elspeth Guild and Valsamis
Mitsilegas from CEPS - a leading think tank and forum for debate on EU affairs argue that

the fact that the attackers were allegedly ‘known’ by some authorities suggests that more
information sharing would do little as a response to events like those that took place in
Brussels. This was also the case with the Paris events, in both January and November 2015,
which proved that from the perspective of crime fighting, ‘'more intelligence’ is not an efficient
law enforcement tool for countering terrorism and crime. What is needed is better instead of
more information sharing. The challenge is not so much that information is not shared within
the EU or with third countries, or that focus is needed on ways to enable ‘more’ data sharing in
the EU. Instead, priority should be given to assessing the reasons why that ‘information’ was
not used by the relevant national authorities, to ensuring better targeted and more accountable
information exchange, and to boosting EU operational cooperation and joint (cross-border)
investigations (20186).

& Resources
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Key Terms e 2
This section provides an overview of key ELSI terms in CIS-facilitated collaboration for

Accessibility disaster risk management. Each entry provides a short explanation, and then highlights
important aspects that should be addressed. Each entry also points to particularly

Aceountabiity relevant guidance entries.
Adaptability
| Amormity Respect
Beneficence Autonomy InnIUSWEnEES
mpemmn_ Beneficence - . . |
Data Protection Informational self-determination Security
S Cooperation
Equality - -
Faimess Data Protection Jugtine Eﬂlﬂarltv
Humanity
mpartiali DW"EF'S“]F - - - - .
s Non-discrimination Stewardship
Equality
Informational self-
o .
aimess Privacy Transparency
Humanity
Proportionality

Impartiality Trust
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Key Terms Trust < 8

Accessibility Trust is an ongoing practice that requires more than simply sharing resources; to trust is to voluntarily open oneself up to risk
and vulnerability. It is supported by intellectual honesty, knowing one’s limits, and having the humility and integrity to consult

Accountability others. Trust is practiced through respect for the reports of others and willingness to base action on them. Trust in
technology emerges when expectations are regularly met and grows as technologies become more dependable. Trust in
Adaptabliity ClSs may be encouraged through doing what is says it does (and not less or more) and demonstrating repeatability,
Anonymity predictability, dependability, and, thus, reliability.
* Respect the reports of others and be willing to base action on them
Autonomy ¢ Consult others when there are uncertainties
s |dentify positive expectations and enable them to be regularly met
Beneficence
B @ Sources
Data Protection Related Guidance
Diversity
Facilitating Dialogue Justifying Exclusion Accountable Anonymity
Faimess
Humanity
Impartiality e , . .
Justifying Exclusion Transparency of Data Processing New Partnerships
Inclusiveness




Cooperation with PSCE

* Sharing information is not only a
technical issue but also implies the
management of different sorts of data

 Requirements that are legal ethical,
societal have also to be fulfilled.

* How to help PPDR organisations to
assess the respect of these
requirements?



Cooperation with PSCE

e Support the setting-up of an easy
tool

* Accessible via PSCE website
* |nterest of having an evolving tool
(questions, feedback from users).
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l Maonika Buscher l

= Your email

m.buscher@lancaster.ac.L

2 Organisation name Select contribution type to article
l Lancaster University ]

Consider 'new Articlh +

Link your 'contribution type' with an article

Data protection in collaborative 5

Message Add an article on challenges and
opportunities specific to Device
ecosystem: From BYQD / COTS to
specialized,hardened devices -
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Source: Broadmag Project Final
Event

http:/fwww.broadmap.eu/public-
downloads/download/2-final-
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