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TOWARDS IOT UBIQUITY

« The Internet of Things (loT) has gained traction in science and industry over
the last years

« Tremendous growth is to be experienced in the coming years:

- Gartner estimates that 6.4 billion connected things were in use worldwide
in 2016, up 30% from 2015, and will reach 20.8 billion by 2020

« Ericsson predicts there will be a total of approximately 28 billion connected
wireless devices worldwide by 2021, with nearly 16 billion related to 10T

* 10T sensors and devices are expected to exceed mobile phones as the
largest category of connected devices in 2018, growing at a 23%
compound annual growth rate (CAGR) from 2015 to 2021

May 4th, 2017 4



IOT: WHAT IS IT ACTUALLY ALL ABOUT?
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|IOT LANDSCAPE FRAGMENTATION:
LACK OF SYSTEM INTEROPERABILITY

Internet of Things Landscape 2016

pplications (Verticals

Personal

GWATCH gasrs Pebole @ moto

CAEDEN tetronics- [ § Jovon

nest Qumx Honeywen G
icontrol SAVANT @ecovent @
OLUTRON o= vine’ wevirtlh

Vehicles
Automobiles

2y smeerune desh Zy

Automation

crsmeacan O iDevices X-nmm
~ DN s Q £ view
@ v v roosts tado’ A

ﬂ'tness

g >
JAWBONE - fitbit romrom ¢ GARMIN J"“_‘_ MISFIT
(BRI =" Vicrosoft Band ENIMRS mapmyg)fitness £ RunKeeper (oM

LifeBEAM O\ ATHOS

WIHOOP Sl’l’iﬁ/

i Wiings DN O reccass P Heqml

buantrusproteus 9 Gingerio iHealth Early

san

AchereTech

AiweCor

Entertainment

o

nest B -

ivee [N Vera o

™ @ vinli asiguy O

BOSCHO
e % NINJABLOCKS

= 7 GiRve @

NExIA. Zonoff
* el TESLA DAIMLER UBER
€2 ounERGY DELPHI §

navdy I Automie

0penXC. cuut

ey 4

Enterprise

Healthcare
MEDIX WERSUS

®mim Senseonics. §Yreesance VIVIFY

\me10 ®veskornoct

e teuclid [Emeoro P rusxsevars hiku

cloudtags GIMBAL (B)PHUNWARE NOMi VARIABLE

Retal

Oulsment @er
Sorvg )

@ O Peloton 7.

UAVs

Payments / Loyalty
shopify ()50 Verifone

s ) WSHONKED ciright

e [ elly
* LevelUp 7,

Trilliant [TIIT ® o
e

ENERGYSAVVY 4

Parrot = Airware @LiLy

SKYCATCH Svore

1t birdi [ s

Sleeoamb

YUNEEC

Smart Office
0 kisi

XORA

B e

Supply Chain

s Fleetmatics impany. & VILOC Omor

Robin

. Robotics

SONOS ¥ @azew @ doppler lobs ABB  @cieanramn

ROLI [ narative  s0undhau
POCLL Electric 3 Objects (imeuro! normal
rports

sTRAA [IRTH & Baboiaf” 75 7tomox|

ity
Good Nght Lamp

menbaby

Toys
" @

supeRmeckamcaL oty [ ] "
BREW. innit

onsumer Robotic$

4 ji
1 ALDEBARAN Jbo i Infrastructure
oy iRobot _ ubosHE icycles ‘ ~ [l oo @eenns TACHYUS mfest Berav gg:';,\m
" 90goB SKULLY @sKviock i

Agriculture
(=] TadoptN Ag Leader' ONFAZM PYCNG ARGUS

smartfield afimilk zoa- @ $seensa T

BOEING iven 4
sSPaceE>  BLEORIGIN A spir
oriman ) Flwcascs (@ ssscrc XCOR

(¥ RowomX @EMPIRE ¢
tap atmaly  OPENREIV
industrial Wearables

WDAQRI porsable
BITSTEW GUARANAT

siften MAKIES

P STRUCTURES “LIMASENS: Sensoriogh. GroaMes

Platforms
Full Stac
EUROTECH Predix

onnectivity ] Printing / Scanning
-.. FILAMENT €23eriIS.

A @ Project Tango  (med REALSENSE @
s C o ugmented Reality $ stratasys occpital <@ “e® v matterport
B Microsoft HoloLens u[‘ggg“ e SONY formlabs %y g1 aL g Carbon g:.,m

() 2Space’  vuzix  EPSON Q raracosm Ssculpteo I
Content / Design

@ Sketchfab Thingiverse GRABCAD () AUTODESK

BODY
‘

LABS

Telit

s .
g SIGFOX  sienna

GENU
skyroam ARKES S A

Security
4 gemalto’  Bastille 3
MOCANA SNEURA @ swooan e€scrypt

@SecuriThings

3 Axeds “osper
Ayla Networks ThingWerx
sees0d) MM2

Numerex
M Owotio G wwm
- 85 covisint § aurooesk seecontroL
PubNub /thingsquare 3 sscuar
DPATHE wiSilica InnoPath

@machinestop GRIoT 2175

Developer
Ok L " resinio <o
ﬁ x Particle  theThings.i0
B KONEKT wolyn @semsocloud () NewAer

Analytics
splunk -::sumq\ogrc [

KAAZING D|¢ fermpx

nside

shapeways

THALMIC <
ivee

amazonalexa
O SIXENSE

- passauLr
D3 ST

Building Blocks
i Hardware

i Processors

intel) Quaoww TOSHIBA 2

45
@c  sieMens N

ensors x
WIS Uneliom

3
e RAFY SkyetekmCube MOSS

Connectivity
ocols
@‘- © Bluetooth €29, \m./’ 13Ra Allance FIMQTTE
o ELNETE _MBus ©2OMQ iy

THREAD MART. EDX 508 @ CoAP RuBee,
2G 3G 4G LTE 6LoWPAN LWM2M DDS LIDAR

Consultants / Services

Rs)] Plorcon  mesu
(d)
Mobile- Sprint 9 airtel BR/GA
! TJelefonica ‘Z:".:g? PTC . & —
Fo @ make

z) altux 8
Alliances
“oma gy

Retail 5 Incubators
amazon Waimart - - B8R | a%a

) LI
BOLT

ips .
Atmet ARM

nVIDIA.
Movidius%

¥ Highway 1

fpsikick (Jualte

o oot ouce

MO Atmet s

ntns:>v,nmiz,\

Manufacturing
roxconn flex

Funding
KICKSTARTER

@m #AngelList

= M2M WiFi
@QWMR.'.‘,&! SIEMENS = &1 (@) Atme m €10 N sranar

Laird ,thsty @ Fioocom goTemaGainspan 2. (yaltar ¥ weaved

e
JABIL PEGATRON
»

> Benchmark €% consia

ALLSEEN
DAL

Con

o
HomeKit

© Matt Turck (@mattturck), David Rogg (@davidjrogg) & FirstMark Capital (@firstmarkcap)

FIRSTMARK

May 4t 2017



ENABLING IOT INTEROPERABILITY:
THE H2020 SYMBIOTE PROJECT
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H2020 SYMBIOTE:
BENEFITS AND OPPORTUNITIES

Open source software for flexible 10T ecosystems that will allow the
co-creation of added value I0T services

-> Lower market entry costs for SMEs and industries

fivers deeliomers Infrast_ructure loT plgtform End users
providers providers

* rapid cross- » simplified * increased user » enriched user
platform (re-) configu- base experience
application ration of smart e new revenue with
development environments streams specialized
to create apps across
innovative loT domains
applications
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AIT
CENTRALIZED VS. DECENTRALIZED IOT SOLUTIONS

* There is an ongoing discussion regarding the degree of centralization in IoT
» Centralized approaches - benefits for application developers

+ Decentralized approaches - more in line with the original idea of the
Internet as a distributed system of communicating hosts which facilitates
local user empowerment

» Currently, both approaches are being pursued, however, there are few
attempts aiming at bringing the two together

* Recent submission of an H2020 proposal by AIT and
partners advocating the design of a hybrid platform-based /
decentralized IoT architecture

« General trend: interoperability and system decentralization are getting into
the focus of R&D in IoT

May 4%, 2017 9
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COMMAND & CONTROL SYSTEMS TODAY

* Inthe civil space, command & control (C&C) systems are offered by many
different suppliers:

« Mostly low interoperability = the available systems display some intra-
organizational flexibility regarding their use (e.g., distributed operation
based on a central server instance), however, few implement
Information exchange standards like CAP, EMSI/TSO, or EDXL that
would enable true inter-organizational interoperability

* Inthe military space, products based on the Multilateral Interoperability

Program (MIP) standard prevail that enable truly decentralized operation

even under intermittent communications, however, they mostly do not

support interoperability with civil C&C systems

« Therefore, joint civil-military operations represent an enormous
challenge with respect to interoperability and the spatial distribution of
actors

May 4th, 2017 11



CIVIL-MILITARY INTEROPERABILITY FOR T
CRISIS & DISASTER MANAGEMENT:
THE INKA & INTERPRETER APPROACH

« Austrian national research projects by AIT and partners since October 2014

» Objective: Optimization of civil-military C&C system interoperability for the
management of crises and disasters

C&C System Phonix (AAF)
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C&C SYSTEM INTEROPERABILITY: THE
H2020 EPISECC COMMON INFORMATION SPACE (CIS)

Standard message formats EDXL
& = DE <CAP, EMSI, MLP, ...>

Peer-to-peer communication

or Enterprise Service Bus Admin

CIS Directory Agent
configuration of CIS participants

JAVA
integration
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DO IOT AND COMMAND & CONTROL
SYSTEMS GO TOGETHER?

Interestingly, we find the same challenges in the worlds of IoT and

command & control systems:
« Concepts for ensuring interoperability
» Choice of the degree (de-)centralization

« Naturally, the existence of common problems across domains does not

necessarily imply that the domains should be considered jointly

« However, provided that there is a common application field, it may make

sense to consider the problems/solutions concurrently and holistically

* Question: Is there a common application field for IoT and for C&C

systems? Observe 7{\
/
- OODA evolution provides the answer = .
Act B

‘ Orient

Process

N Decide
1

May 4th, 2017 5



COMMAND & CONTROL PROCESSES IN AT
CRISIS & DISASTER MANAGEMENT PRACTICE (1/3)

« The evolution of OODA points us to observe | 4
the future importance of 10T in the
C

ommand

context of C&C systems & Control
Process
« We differentiate between the following Act B \ } 7 Decide
three phases:

* Phase 1: C&C systems represent the main information system for
successful disaster response operations. The information is
communicated out-of-band (e.g., via liaison officers using PPDR radio)
and being maintained within the C&C system

| Orient

* Phase 2: Some information is being automatically collected in the field
and conveyed to the headquarters via machine-to-machine (M2M)
communications, e.g., GPS coordinates of personnel and vehicles or
measurements from various sensor networks

- In-band transmission of instrumental Observations
—> First element of I0T/M2M in C&C systems

May 4th, 2017 16



COMMAND & CONTROL PROCESSES IN AT
CRISIS & DISASTER MANAGEMENT PRACTICE (2/3)

« Actuation will play an ever increasing Observe | 4
role in C&C processes due to the /

Orient

ommand

advent of autonomous robotics for s;contron
rocess
crisis & disaster management Act B \ 7 bect
. J ecide
operations R

» The inclusion of autonomous robotics in the 3rd phase will introduce the full
spectrum of 10T capabilities/properties to future C&C processes:

- Phase 3: In addition to observations that are continuously being collected
in the field, increasingly high-level commands will be issued in the
headquarters and communicated to the mixed human-robotic teams in
the field

- In-band transmission of commands

- Autonomous Actuation of commands by robotic
(UAV, UGV, etc.) systems

May 4th, 2017



COMMAND & CONTROL PROCESSES IN AT
CRISIS & DISASTER MANAGEMENT PRACTICE (3/3)

| Orient

Observe

,

Command
& Control
Process

Act ‘ T Decide

« The challenges of enabling interoperability and ensuring a meaningful
distribution of functions remain the same.
We approach the problems as follows:
* Interoperability: Implementation and use of the existing standards,
definition of joint operational practices
- System distribution: Definition of the degrees of decision autonomy that
will be delegated to joint teams of humans and machines, or solely
machines, in the field
2> Autonomous Actuation capabilities are a key enabler for
decentralization and high-level C&C operations in the

May 4t 2017 »
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AT
OUR VISION FOR THE FUTURE OF

IOT-ENABLED COMMAND & CONTROL SYSTEMS
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RESEARCH ROADMAP:
|IOT-ENABLED C&C USE CASES

* In our research roadmap, we foresee a number of loT-enabled C&C use
cases that are to be implemented as show cases, e.g.:

- UAV-based supervision of forest fires end embers
- UAV-based support of traffic incident response

« Showcase innovation: the robotic systems not only act autonomously for
the duration of a single mission, but are rather capable of continuous
engagement, based on intelligent system scheduling

* Recent submission of an H2020 proposal by AIT, University of Zagreb,
Frequentis and other partners defining a corresponding advanced C&C
system for the inclusion of autonomous robotics in public safety use cases

May 4th, 2017
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CONCLUSIONS AND CALL FOR ACTION

« Enabling interoperability and ensuring a purposeful degree of centralization
represent central issues both in 10T and C&C systems R&D

* Inthe world of 10T, a trend toward decentralized systems can be observed

* We believe in hybrid approaches which will combine the advantages of
both systems

* Inthe C&C systems realm, robotics will represent a fundamental game
changer in the years and the decades to come:

« The C&C systems will need to evolve accordingly, i.e., close integration
with loT systems will be required
-> Trend towards “loT-enabled Command & Control”

« R&D in loT and C&C systems are far from coming to an end
- AIT welcomes collaborations both in the framework of collaborative
research projects and the joint engineering of next generation products and
services

May 4th, 2017 22
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