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Agenda

Part 1
« Introduction to the COPE project
« Overview of each technical component

Part 2
* Questions & answers




Project goals and strategies

Goals

Improve the Common Operation Picture
(situational awareness)

Use COTS solutions and novel technologies

Strategies

User driven development
Reuse of previous and ongoing EU projects
Trial to demonstrate proof of concept




Development fundamentals

TSO

Tactical Situation
Object

http://www.tacticalsituat
ionobject.org/

Developed by the EU
project OASIS

Tactical Situation
Object

— A view of the situation
stored in XML

— A structured data set
representing the
major information of
the event

Data
Dictionary

The valid values from the
TSO model used in
COPE

Additions to TSO

The process supports
integration

COPE
Gateway

Service Oriented
Architecture (SOA)

Is a web service

Possibility to use a
network of gateways

Network of gateways
enables communication
between units and
redundancy

Data storage

€3 CcoPE



http://www.tacticalsituationobject.org/
http://www.tacticalsituationobject.org/

Other roles

* Ambulance

* Police

* Medical

* Higher
command

.

COPE System Overveiw

fCOPE System of Systems

COPE hardware & software

Chain of Command-

Other federates
Ambulance
Police
Medical
Higher
command
+ Dispatching
centre
Etc.

Other clients
technologies

« Webservice
Telephone
PDA
Sensors
Etc




Communication system

Stand-alone system

Wireless local area ad-
hoc mesh network
e  WLAN 5GHz Wifi 500 m

LoS mesh network
« WLAN 2.4 GHz 100 m g § & & §

LoS Client : ‘ i e RS 2. - _- - Sensor Host ((g
communication N - T
I - Z :‘ I é Sensors
Chemical Vehi(\:'e -1 FireEngite \Et , ‘
. A e ——— Sensor
Sensors are integrated we N\ - [ﬂ @
on the network . Senser [13
i WSN 868 MHZ Command Container Sensor
Voice comm not CDS — Wiedins

InC|Uded In COPE _______ SS;i:Lﬁfs;
« TETRA system

. 2.4 GHz Wireless

Client Access

ROUTER
Firewall WWAN

Modem | -mmmmemeeeeeeemeeeeeees 868 MHz Wireless Sensor

Network Access
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COPE Sensors overview

Sensor network
Plug-and-play connectivity
Connection to the Gateway via the

SIP C2 software [ coMM ﬂ
SIP DG |
RFID [ reD |

Toxic gases m Toxic gases

Amb. Temp

[ _EFtac o ol T
Temp
Battery Battery SlP D'G ¢
On/Off On/Off
GPS &
RFID
ciaq o

Reso a
[Resource tag_o Toxic gases
Amb. Temp

Battery

On/Off

SIP D-G ¢
GPS ‘
RFID

Toxic gases

Amb. Temp
Battery
SIP D-G | On/of
D |
Toxic gases
Toxic gases Amb. Temp
First Butions Battery
Responder Motionless On/Off
Amb.Temp

oo @ COPE



COPE Sensors types

« Deployable
— Tripod
— Vehicle
* Wearable
— Standard
— Indoor navigation based on dead
reckoning
« Common functionality

— Environmental safety (toxic
gases, temperature)

— Localization (GPS)
— Resource identification (RFID)

Wearable Deployable

&3 coPE



Sensor: EMAS

« EMAS - Environmental Monitoring and Analysis System
« Main features

— Rugged housing

— Types of sensors are configurable
— Genere purpose data unit

— Multiple communication options

« COPE adoptations

— COPE Gateway connection
— TSO messages

Covers

antenna
GPS/GPRS

antenna
Outer Sensor

Platfor_m

Power
Management

Vibration
Dampers

\ Data Unit

Inner Sensor

e Platform

Bracket @CGPE



AQEST

Air Quality Estimator
Gas cloud estimation algorithm

Input
— Sensor values (simulated or real)
— Weather information

Output

— Gas cloud described as a number of
polygons

Results are sent to the COPE
Gateway

EMAS

/ COPE Gateway
P

AQEST

Gas sensors

€3 CcoPE




First Responder System — Human Wearable

Helmet Mounted Sensors

MyVu Crystal
Glasses

WIiFi 802.11n USB
Adapter

HTC Touch HD

eBox530-820




First Responder System - Control

'/ ///

FRS-HW Tasking Hierarchy

//7//

Tablet PC
Shoulder worn
Wireless

Map, tasking
and streaming
video




COPE Command and Control (C2)

Command and control functionality used by the Incident
Commander

Possibility to connect multiple number of C2 clients
Two main windows

Map
Tasking

Major functionality

Items of interest (victims, medical points, vehicles, rinsing spots etc)

Visual planning tools (functional and geographical sectorization, cordoning off)
Map support (zoom, pan, layers etc)

Tasking (assign goals including handshake)




[#5] COPE Command and Control 200912041610

Eile

C2 Map window

@ worldwind Window x

Category

Freetext

Draw Polygon

004/Resource allocation point
00S/Casualties Collection
006/Explosion of FWF

007/Evacuation area
008/Explosion
009/ammonium explosion

Remove

Gas levels legend
@ Turvallinen (Safe)
(0-25 ppm)

O Lieva arsytys (Mild irritation)
(25-150 ppm)

. Voimakas arsytys (Strong irritation)
(150-750 ppm)

Vaatii soujaimia (Requires protection)
(750-5000 ppm)

. Valiton hengenvaara (Danger to life)
(> 5000 ppm)

Gas clouds how on map [[] Filled clouds

Wind
Direction: 300 deg

\ Speed: 3m/fs




File  Edit

COPE Command and Control 20091204161

Wiew Mavigate Tools window Help

C2 Tasking window

DESES

DETH)D

‘ Taskallocation Window |

: Taskallocation Window

Select language | english Units
. — 041 018 031 FB5_CU
ciden
1+3 1+3 1+3 1+3
[ Generic response status assigned
[Clear WEL and SAR assign
f e zans allocated since
[ Burning building 11,19 FBs UsAR
11.19 FBS LU
. 11,19 FES HU earcel
[ HazMat accident 08:25:32 finish time
open issues, ..
|generic response ~ | [ add new task ] |generic response ~ | [ add new task ] |generic response ~ | [ add new task ‘generic response ~ | [ add new task
FB4_CU1 FB6_CU1 FB7_CU1 FB3_CU1
1+3 1+3 1+3 1+3

skatus assigned

skatus assigned

skatus assigned

skatus assigned

A
jClear WwiE4 and SAR assign 11,19 FB6 LU1 || assign jClear 5M 13 and SAR assign mmediately retreat of all fir assign
eans allocated since 11,19 FBE HU1 eans allocated since frnen engaged around the
11,09 FB3 USARL Fesulks 11,29 FE7 USARL farnrnionia tower
11,15 FE4 LLI1 =r 12 cleared = 11,29 FB7 LLI1
L1.15 FB4 HUL cancel | causities rescued || cancel 11,29 FE7 HIJL cancel
08:18:24 finish time: 08:49:26 finish time: 08:33:39 finish time: 08:48:12 finish time:
skatus assigned
status completed [Establish CCP _ assign
eans allocated since
Clear SMN12 and SAR assign 11.07 FES HU1 =
Means allocated since 11,23 FEZ CUZ
11,32 FR3 USARZ Finish
11,19 FB6 LUL 031261492 finiish time:
11.19 FB& HU1 cancel
0813444 09:54:43 status assigned
ssessment of cloud pro assign
agation needed v

generic response

v|[ add new task ]

generic response

vl [ add new task ]

generic response

vl [ add new task

‘generic response

vl [ add new task

lowsest on 19201080

&3 coPE




COPE Decision Support

Risk analyser
1. Dynamic risk analysis
2. Analytic risk analysis

Site map
— Display of Common Operational Picture
— Insertion/Removal of HazCons resulting from the Risk Analysis in the COP

Gateway communication
— TS0 messages




COPE Decision Support

Dynamic risk analysis

¥ GMV - COPE Decision Support - 2010 - v1.3.0

File Edit View Context Tools Help.

“ontrol Measure Activation  Dynamic Risk Analysis

Analyt

EEX)

Hazards --> Controls

If within 200m of a level crossing inform Network Rail.
Deploy extinguishing media, make safe.

PPE, Trigene /Hydrex. Do not commit with cuts/abrasions.
Vehicles and fireservice equipment - hydraulic oi... PPE for al in risk area, protect casualties, cordon - restrict numbers.

Form RP/010 for high pressure mineral oil injections.

Aggressive bystanders/vehicle occupants

Ignition of flammables, LPG, dual fuel vehicles
Contamination by body fluids

Police assistance, non-confrontational approach

Noise Hearing protection, site noisy equipment away from working area,
crew rotation.

A Identification, PPE/BA.

Supervision, crew positioning, cordins, restrict access, brief crews
Vehicle construction:seatbelt tensioner, airbags,... | +

and other agency staff. Remove/restrict radios/pagers, mobile
phones; peel to reveal.

. Cordon off and allow to cool otherwise brief crews to avoid hazard
zone - consider shielding firefighters/casualties.

Lorry tyres may explode violently if they have be...

Operational Reminders

= Operational Remainders

On approach - consider
@ Safety
Assess
® Decide

= (On-Screen Keyboard

Eiln

23

]Control ‘ Options ‘

1.01 - Road traffic collisions

' Risk Cards in use
Hazard Control

Police assistance, fend off, signs/cones/lights, hi-vis jackets.
Other road users Dismount safe side.

Remove this Risk Card

Remove All Risk Cards

Consider

1.02 - car and vehicle fires
4.04 - Fuel spillages
4.07 - Hazmats

Add selected Risk Card




COPE Decision Support

Analytic risk analysis

¥ GMV - COPE Decision Support - 2010 - v1.3.0

File Edit View Context Tools Help

kAnalysis  Analytic Risk Analysis

Hazards --> Controls ||

Severity x Likelihood = Risk Value ::::

1111 25-08-2010 ::: 9:41:10

v Hazard

Other road users

Other road users

Ignition of flammables, LPG, dual fuel vehicles
Contamination by body fluids

leak at high pressure, traps, cuts, crush injuries

leak at high pressure, traps, cuts, crush injuries

Aggressive bystanders/vehicle occupants

Noise

Control

Police assfsgance, fendwofﬂ signs/bones/ﬁgﬁts,
hi-vis jackets. Dismount safe side.

If within 200m of a level crossing inform
Network Rail.

Deploy extinguishing media, make safe. =

PPE, Trigene/Hydrex. Do not commit with

Severity

Vehicles and fireservice equipment - hydraulic oil PPE for al in risk area, protect casualties, cordon

Vehicles and fireservice equipment - hydraulic oil Form RP/010 for high pressure mineral oil

Vehicle construction:seatbelt tensioner, airbags,
suspension units, gas struts, spring brake
actuators, rollover protection systems.

Lorry tyres may explode violently if they have
been subject to heating or fire.

v

v

cuts/abrasions. harmful
v

- restrict numbers.

- v
injections.
Supervision, lighting, equipment dump, brief xtremely v
crews. Harmful
Police assistance, non-confrontational approach = A
Hearing protection, site noisy equipment away _ v
from working area, crew rotation.
Identification, PPE/BA. Harmful ¥
Supervision, crew positioning, cordins, restrict v
access, brief crews and other agency staff.
Remove/restrict radios/pagers, mobile phones;,
peel to reveal.
Cordon off and allow to cool otherwise brief v

crews to avoid hazard zone - consider shielding -
firefighters/casualties.

Operational Reminders

Slightly +~ Highly

Unlikelv

Unlikely

v

v

Trivial
Risk

[ntolerable
Risk

Moderate
Risk

|>

]Control ‘ Options ‘
Risk Cards in use
1.01 - Road traffic collisiong

Remove this Risk Card

[ Remove All Risk Cards

Consider

1.02 - Car and vehicle fires
4.04 - Fuel spillages

4.07 - Hazmats

Add selected Risk Card




CDS S/W Features — Site Map

File  Edit View Context Tools Help

| Table of Contents

2 ox|

= <> Incidents
= <> INCIDENT
Sector Characteristics
= Sector Tasks
= Sectors

3 lawn_fire
car_fire
£l Items of Interest
(] Resources

= <> Clouds

= <> AQEST
g Cloud #1 - GAS LEVEL 2

Cloud #2 - GAS LEVEL 2

/N Uanovd cantenl

ID = INCIDENT
OBS_DATIME = 06-04-2010 14:52:39
Classification:

Hazard Category = FIR/UKN

Type = BEY/NRES/XPL

Location Type = OTH

Primary Cause of Hazards = DIS
Status = IPR
Description = This is a freetext....
Tactical Mode = OFFENSIYE
Statement of Intent = Save all souls and don't

get hurt

Weather:

Wind Direction = 180

Wind Speed = 22

Humidity = 55

-

Sernan — D4

Risk Analysis

Site Maps

Gateway

Prediction & Actions

Map Yiewer

#, ZoomIn =, Zoom Out [¢™Pan (9 Choose @ Zoom to extents Refresh

] Viewing | Editing

Map Layers

Kuopio Map
Sectors

Iterns Of Interest
Resources
AQEST Could
Hazards

Chemical Cloud Layers

Configuration




VTT

UTI

BAE UK

GMV

Bofors

C-ITS

Questions & answers

Communication

Sensors

First responder equipment
Decision support

Sensors

Command & Control

Yes

Yes

Yes

No

No

Yes




