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Introduction 
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Mastering collaboration solutions for critical 
communications.  

• Secure Land Communications (SLC), a business unit 
of Airbus, offers advanced communication and 
collaboration solutions for Public Safety, Defence and 
Transport, Utility and Industry (TUI).  

 

• The portfolio, based on TETRA, Tetrapol and LTE 
technologies, includes infrastructures, devices, 
professional apps and associated services. 

 



Agenda 

Mission Critical Networks security 
• TETRA overview / reminder 
• Security of the Mission Critical Service 

Evolution of the threat landscape 

Security policy and risk management 

New legislation Framework 



TETRA security 



Overview - TETRA Security features 

• TETRA security features are modular to fulfil the requirements of different customer segments. 

• Specified in EN-300-392-7 and TCCA SFPG 
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Security 
level 

Customer 
segments 

Authentication 

Air Interface Encryption 

End to End Encryption 



Overview - Encryption solutions 
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• Encrypts data between MS and 
Network 

• Encrypts user data and signalling  
• Traffic is in plain form in the 

network 
• TETRA standards Algorithms 
• Standardized by ETSI  

Air 
Interface 

Encryption 
(AIE) : 

Air interface 
encryption 

Air interface 
encryption 

End-to-end encryption 

Base 
Station Exchange 

Base 
Station 

SwMI 

• Encrypts data between MS 
• Encrypts user data 
• Traffic is encrypted from point-to-point 
• Algorithms chosen by the customers 
• Specified by SFPG recommendations 

for IOP 

End-to-
End 

Encryption 
(E2EE) : 



Mission Critical Services 
security 



Security of the Mission Critical Service  
Specified in 3GPP TS 33.180  
Application layer overlay providing mission critical speech, video and data service 
Running over a 3GPP specified 4G or later network  
Independent from the underlying 3GPP (or other IP) network  
Confidentiality provided by MC application layer (eg not dependent on the MNO) 
Mobile Network Operator needs to be sufficiently trusted to provide the necessary service availability 
MC services also provide protection against traffic analysis 
The MC application layer security mechanisms include 

• Authentication and authorization of the Mission Critical user 
• End to end protection of media exchanged between users and within groups 
• Signalling security 
• Off-network security 
• Key management 

TCCA SFPG Recommendations 15 and 16 address “Secure implementation of mission critical systems”  

8 



Application level security 
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Mission Critical Networks security 

MCX, 4G, 5G bring new security challenges 
• New architecture (network slicing, virtualisation, …) 
• More open, services, integration, interconnection, 

interoperability, complexity,… 

Threat and surface attack evolution 



Evolution of the threat 
landscape 
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• Stuxnet, Duqu, Locky, WannyCry, 
RobbinHood, Triton… Increasing cyber threats 

• IoT, Digitalization, Industry 4.0… Increasingly vulnerable  
infrastructure 

• Cyber warfare, national security agencies, new laws Countries react 



Attacks against critical infrastructure are increasing 

Disappearing Perimeter & Expanding Attack Surface, 
Accelerating with IoT 

Complexity resulting from Convergence of IT & OT in many 
industries 

Increasing Risks & Liabilities from Advanced Persistent Threats 
like Ransomware 
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Threat Landscape (ENISA Report 2018) 

 

14 https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018/ 



APT definition & principles 
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APT simplified methodology 
The lifecycle of an APT is much longer and more complex than other kinds of attacks. 

Attackers executing APTs typically take the following sequential approach to gain and maintain 
ongoing access to a target. 
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1 Reconnaiss
ance 

2 Establish the 
breach 

3 Infiltration 4 propagation 

! 
! 

5 exfiltration 

Stages of an APT attack 



Security policy and risk 
management 



Security policy and risk management 

To define a comprehensive system security and maintain it over time, it is important to 
address security as a whole taking into account all the equipment, operations and services 
offered. 

Security policy & Risk Management Regime is central to organisation’s overall cyber security 
strategy 

• Detailed asset inventory 
• Classification of the data  
• Cyber Threat Intelligence 

The devil is in the details 



Exemple from 
NCSC but similar 
exists from ANSSI, 
BSI, … 
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Security methodology and risk management 

Source ISO 27005 



New legislation 
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• Secure Land Communications 

• EU directive 2016/1148: 
NIS-directive 

• EU GDPD: General Data 
Protection Regulation 

• Cyber Security Act (EU) 
526/2013 

New regulation 



1980 InfoSec Policy Manual (Shell et al) 

1987 USA: Computer Security Act 

1995 UK: BS 7799 

1996 US: COBIT Framework 

2002 US: SOX, Homeland Security Act 

2005 ISO 27001 
2007 ISO 27002 / DE: Critical Infrastructure  
                                Protection Program 

2008 ISO 27005 
2011 DE: Cybersecurity Strategy 

2012 FR: French response to  
EU NIS consultation 

2013 USA: Presidential Order on Critical Infrastructure Cybersecurity /  
          EU NIS directive proposal 

2015 DE: German IT Security Law / USA: Cybersecurity Information Sharing Act 
2016 EU NIS Directive /  DE: Regulation of sectors: Energy, ITC, Food, Utilities 

2018 May 25th EU General Data Protection Regulation deadline 
2018 May 9th EU NIS directive implementation deadline 

2017 DE: Regulation of sectors: Transport, Health, Finance, Insurance 

2014 EU: Binding Corporate Rules 

12th of March 2019 .  
Cyber Security Act 
adopted by the 
European Parliament 



Cyber Security Act 
 

 

 

 

• gives ENISA, the European Union Agency for Cybersecurity, a permanent mandate  

 

• enhancing its role in supporting EU to achieve a common and high level cybersecurity.  

 

• establishes the first EU-wide cybersecurity certification framework to ensure a common 
cybersecurity certification approach in Europe.  
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Food for tough 
• National security agencies as well as ENISA provides good recommandations. 

 
– NCSC – www.ncsc.gov.uk 
– ANSSI www.ssi.gouv.fr 
– BSI https://www.bsi.bund.de 
– … 

 
– ENISA https://www.enisa.europa.eu/  
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http://www.ncsc.gov.uk/
http://www.anssi.gouv.fr/
https://www.bsi.bund.de/
https://www.enisa.europa.eu/


Thank you 
www.securelandcommunications.com 



Backup 



Monitor your 
security risk & 

posture 

Limit attack vectors 
& access. Protect 
high value assets 

and data, & 
microsegment your 

network 

Identify anomalies 
&  indicators of 

compromise using  
Security Analytics 

Rapidly react to threats 
and changes as (or before) 
they occur using process 

automation 

PROACTIVE REACTIVE 

Measure Control Detect Respond 

Balanced security 



Risks 
 

Risk : Threats abuse vulnerabilities of assets to generate harm for the organisation 
Vulnerability = weakness of an asset or group of assets that can be exploited by one or more threats 
  

Source : ENISA 
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