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Overview

= Past
= Future Internet Resilience
 The ResumeNet Project

= Present
= Cyber Security and Resilience of Critical Information Infrastructures
« The PRECYSE Project

= Future
= Smart Grid Cyber Security and Resilience
e (SG)?and The SPARKS proposal




The EU-funded ResumeNet Project
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Motivation for Resilience Metrics

= Resilience metrics are fundamental to enable decision

making
= During risk assessment processes to determine the effect of high-impact
challenges
= To understand the potential resilience benefit of some capital expenditure
= During network operation to understand the health of the network and
the services it supports
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The most important challenges identified were:

# The lack of a standardised framework, even for the most basic resilience measurements. There are not that
many frameworks available and none of them are globally accepted

® No standard practices were identified within the different organisations for the baseline resilience metrics.
Different organisations all use their own specific approaches and means of measuring resilience, if they measure
at all. This impedes the usage of those metrics for overall assessment of resilience, or the aggregation and
compaosition towards higher levels (such as a national or a pan-European assessment of resilience)

® Lack of knowledge and awareness of resilience metrics. This results in severe difficulties for organisations when
deploying resilience metrics




Resilience Metric Envelopes
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Comparing resilience based on
metric envelopes get a visual
explanation of the network
degradation process

Depending on the application
domain a more bounded envelope
might be preferable

The effect of various failure sources
on the evaluated metric can be
revealed
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GEANT2 — Multi-level Metric Envelopes
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C. Doerr, and J. Martin-Hernandez, “A computational approach to multi-level analysis of network resilience”, DEPEND 2010, Venice,
Italy, July 18-25, 2010



Architectures for Network Resilience
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A. Schaeffer-Filho, P. Smith, A. Mauthe, D. Hutchison, Y. Yu and M. Fry,
Resilience Management,”
2012, pp.401-408.
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PReSET: Simulating Policy-based Resilience Strategies
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Reflections on ResumeNet

Overall, we found the D?R?+DR resilience strategy and the resilience control loop
useful concepts to hang our research efforts on...

...our endeavours on resilience metrics were well-received by network operators, and
the wider community...

...however, we had a hard time convincing network operators about the value of
some aspects of our research:

= Many considered resilience a “solved problem” — a number of best practices exist
that have historically been sufficient for 98% of the problems

= The autonomic aspects of our work were received with some reservations

On-going work on Future Internet Resilience in the EINS NoE in JRA7
= http://www.internet-science.eu/

03.12.2012 10
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The Present — Critical Infrastructure Information Systems
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Critical Information Infrastructure Systems Challenges

= Critical infrastructures are increasingly dependent on and connected to ICT
systems

= Threats are becoming increasingly sophisticated and occurring more often

= Industry lacks tools and methodologies to systematically address this new
threat landscape

Gauss virus: Stuxnet-like cyberweapon
hits Middle East banks

31 May 2012 Last updated at 09:32 GMT Fo=ES&

R ¥ Flame: Israel rejects link to malware cyber-
s attack

9% | By DaveLee
001, N Technology reporter, BBC News

Israel has dismissed suggestions that it
might be behind the Flame cyber-attack.

‘| Several media reports linked comments made
| by the country's vice-prime minister with the

| malware, which has infected more than 600
targets

However, a spokesman for the Israeli
government told the BBC that Moshe Yaalon
had been misrepresented.

Moshe Ya'alon spoke to the country’s military radio
station about the attack

Security experts said it was still too early to
pinpoint the source of the attack. Related Stories

03.12.2012 12



The PRECYSE Project

Building on previous
research and existing

standards, and
paying attention to
relevant privacy,

policy, legal and

ethical issues.

User driven project

What is
PRECYSE?

Py | P

Strategic Goal

Development of a methodology,
an architecture and a set of
technologies and tools to
improve —by design— the
security, reliability and resilience
of the ICT systems supporting
Critical Infrastructures Spain
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Security Risk Analysis based on Decision Theory
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A challenge for cyber-security risk analysis for
smart grids and critical infrastructures is

identifying the likelihood of an attack occurring
and being successful...

Attack Tree: Infiltrate a critical infrastructure system

Description.  Attack tree that desribes T g amack. In shar thi g
Bopbogry and roboc o, and acauiring tee Sbibly bo send commands io the sctualons.

Versioe 01 | Labek: AT-infikrate-C1-001
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The PRECYSE Project Demonstrators

Energy demonstrator in |
the city of Linz (Austria)

Power supply and related =
services for 400 000
Inhabitants
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Traffic control centre in the
city of Valencia (Spain)

1.5 million inhabitants,
500 000 vehicles

15



The CRISALIS Project

= 3 year EU-funded Project
= http://www.crisalis-project.eu

Research Obijectives:

1. Securing the systems
= tools to facilitate the automated analysis of critical
infrastructure environments and the discovery of
possible threat vectors

2. Detecting intrusions
= build new detection techniques that detect
targeted, unknown threats

3. Analysing successful intrusions

Consortium
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= new techniques to facilitate the "post-mortem" analysis
of critical infrastructure environments and the involved devices, inc. forensic techniques

03.12.2012
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The Future — Smart Grids

SMART GRID Smart appliances
Demand management

A vision for the future — a network Can shut off in response to
of integrated microgrids that can frequency fluctuations. a ™™ Use can be shifted to off-
} J peak times to save money,

manitor and heal itself.

‘ﬁ‘h..__ solar panels
]

Offices
{L Disturbance

;-_’;" in the grid

Execute special protection
schemes in microsaconds.

Wind farm
Central power

plant

Energy from small generators e .‘-"‘ A

and solar panels can reduce .o AR B Industrial

overall demand on the grid, ﬂ,_ ” = y
<§

....a much more open and ICT-dependent power grid

03.12.2012 17
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Smart Grid Security Concerns

Measured System
Refarence -+ error input System autput

»| Controller f——3 System > Increased use of ICT
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Measured output Sensor || Support prosumer
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edge

Smart energy meter will not be compulsory

Privacy concerns | o

emerging from B MlcrOSOft
smart meters &
increased risks

associated with
tampering

Greater use of
COTS systems to
implement parts of
a more open grid

The 'smart energy meter' will notbe
compulsory in the Netherlands. Minister
of economic affairs Maria van der Hoeven

By Wilmer Heck

backed down after consumer groups raised privacy concerns.
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Notable Smart Grid Security Guides

03.12.2012
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Smart Grid Security Guidance (SG)? Project

= Nationally-funded research project

= Project Duration: 2 years, 11/2012 — 11/2014
= Aim to produce practical guidelines for Smart Grid security for Austria

= Partners from research, industry and government:
= AIT Austrian Institute of Technology

= Technische Universitat Wien

= SECConsult Unternehmensberatung GmbH

= Siemens AG, Corporate Technology Osterreich
= LINZ STROM GmbH

= Energie AG Oberé6sterreich Data GmbH

= Innsbrucker Kommunalbetriebe AG

= Energieinstitut an der JKU Linz GmbH

= Bundesministerium flr Inneres

= Bundesministerium flr Landesverteidigung und Sport
20
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Conclusions

= The ResumeNet project investigated a systematic approach to network resilience, focusing on a
future Internet

= There were some well-received results from industry
» But other aspects less so, especially around autonomic control

= Many open issues: energy consumption vs. resilience trade-offs, emerging Internet
architectures, ...

=  Critical information infrastructure systems are becoming increasingly open and dependent on ICT
systems, thus introducing potential new threats

= Risk assessment is a challenge in this domain that must be addressed

=  Smart grids represent a considerably more connected and open power grid, with significant
potential impact, if successfully attacked

= |t will not be possible to make smart grids secure against all threats, i.e., we cannot expect a
perfect Defend phase to be implemented...

= ...therefore approaches to making them resilient are required, including autonomic
behaviours?

03.12.2012 22
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