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The Internet of Things Is Already Here 

Rapid Adoption  
Rate of Digital 
Infrastructure: 
5X Faster Than  
Electricity and 
Telephony 

50 Billion 
“Smart Objects” 
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This is a verticalisation exercise 

 REAL TIME         SCALE         BIG DATA/FAST DATA - ANALYTICS      SECURITY   

Manufacturing Energy-Utility Oil & Gas Safety Transportation City Defense SP/M2M 
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What Will It Take? 

From Disparate  
IT and OT Networks… 

From Proprietary 
Standards… 

From Basic 
Connectivity… 

…to Open Standards 
…to Converged, Secure, 

and Collaborative 
Operations 

…to a Critical Part of the 
Enterprise Infrastructure 

Operational Technology Network Transformation 
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Convergence of OT Applications….similar to IT and collab 

Existing Proprietary Vertical 
Applications and Networks 
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Device #1 

Business 
Application #2 

Device #2 

Business 
Application #3 

Device #3 

Converged Network Based on Open 
Standards and Common Data Models 
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Converged IP-Based Network 

Converged Application Infrastructure 
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RF and PLC 
Mesh  

Neighborhood 
Area Network 

EV Charging 
Infrastructure 

Substation 
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Cisco Connected  
Grid Security and 

Network Management 

Cisco Connected Grid Router 
1000 Series 

Ethernet, 
WiMAX, WiFi 

AMI Metering/ 
HAN Gateway 

Transformer 
Monitoring 

Distribution 
Automation 

Cisco 819H 
Series 

Smart Grid Multi-Service Field Area Networks 

MDMS Load Control DRMS DMS, SCADA 

AMI  
Head-End CG-NMS 

Cisco Connected 
Grid Endpoint 

Distribution 
Automation 

Gas/Water  
Meters 

Distributed 
Generation 

SCADA Protection 
and Control Network 

Direct Load 
Control 

Work Force 
Automation 
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Lighting 
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Cisco IR500 
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Open Standards Reference Model  

Open Standards: At All Levels to Ensure Interoperability and Reduce Technology Risk for Utilities 

Future Proofing: Common Application Layer Services Over Various Wired/Wireless Communication Technologies 

IPv6 (IPv4) 

UDP/TCP 

IEEE 802.15.4e MAC Enhancements 

IPv6 RPL 

Web Services, EXI, SOAP,  
RestFul,HTTPS/CoAP 

802.1x/EAP-TLS and IEEE 802.11i-Based Access Control 

Physical  
Layer 

IEEE 802.15.4g 
2.4GHz, 915, 68MHz 
DSSS, FSK, OFDM 

IEEE 1901.2  
NB-PLC 
OFDM 

IEEE 802.11  
Wi-Fi 

2.4, 5 GHz, Sub-GHz 

IEEE 802.3  
Ethernet  
UTP, FO 

2G, 3G, LTE 
Cellular 

IEEE 802.16 
WiMAX  

1.x, 3.xGHz 

Data  
Link  
Layer 

IEEE 802.15.4 
Including FHSS 

IEEE 1901.2  
802.15.4 Frame  

Format 

IEEE 802.11  
Wi-Fi 

IEEE 802.3  
Ethernet  

2G, 3G, LTE 
Cellular 

IEEE 802.16 
WiMAX  

6LoWPAN (RFC 6282) IPv6 over Ethernet  
(RFC 2464) 

IPv6 over PPP 
(RFC 5072) 

IP or Ethernet 
Convergence SubL. 

Network 
Layer 

Transport 
Layer 

Application 
Layer 

 Addressing, Routing, Multicast, QoS, Security, EPC  

Security (DTLS/TLS)  

DNS, NTP, IPfix/Netflow, 
SSH 

RADIUS, AAA, LDAP, 
SNMP,… 

Metering 
IEC 61968 CIM, ANSI 

C12.22,  
DLMS/COSEM,… 

SCADA 
IEC 61850, 60870 

DNP3/IP, Modbus/TCP,… 

LLC 

M 
A 
C 

Mgmt 
IPv6 over GTP 
(3GPP Rel8 +) 

3GPP 
HSS, IMS, VoLTE 
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Premium Mobile Broadband, a Cisco system validation for 
professional use of LTE technology 
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The Public Safety Go To Market is a new ecosystem 
between technology providers and Vertical SIs 

Flexible LTE 
Technology 
for Safety 

Defence and 
Safety SI 

Architectures 
and 

Applications 

Mobile 
Broadband for 

Safety, 
Defence and 

Industry 
Verticals 

Public 
Safety�

Utilities� Private� Maritime� Transport� Military�

Agile Global Market  
LTE & IP 

Technology providers 

Vertical Value Added  
Solution Builders 
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Internet of everything is about IP Flexibility 

!  Virtualisation : no specific Mini-me but code ubiquity 
!  Hardware flexibility : dedicated HW in global COTS HW 

!  Software flexibility : dedicated SW with global COTS SW 

!  Safety is not smaller it is different 



Thank you. 


