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Cybersecurity

Breach Timeline

Compromise: 97% <= days
Exfiltration: 72% <= days
Discovery: 66% >= MONTHS
Containment: 63% <= days

**70% of breaches were discovered by external parties

http://www.verizonenterprise.com/DBIR/2013/




Cyberspace Re-Considered
It’s Mappable

Social / Persona Layer

Device Layer
Logical Network Layer

Physical Network Layer

Geographic Layer

« Each device in cyberspace is owned by someone

» Electro-mechanical devices exist in space-time and interact with physical events

» Geography is required to integrate and align cyberspace with other data




Critical Infrastructure







Frequently Failing To Connect The Dots
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What’s going on
right now?
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Challenges

- What?

- Where?

- When?

- How?

- What does it mean?




Location — the Common Denominator

Work

Customers

Assets

Crews

Emergency centers

Hazards

Material/vendors




Geography Is Now

More Important Than Ever

Providing the Content and Context
for Understanding Everything \




Web GIS Leverages
Advancing Technology

In Measurement, Computing, and Networks




Web GIS Integrates All Types of Information

Enterprise Data

Social Media Big Data
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Real-Time

Both Internally and on the Open Web




Common Operating Picture
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Active Shelters List
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Expanding the Port
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PortMaps in action




The Geographic Approach
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Data Management — Operationalize Plans
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Preparation — Vulnerability assessment

Vulnerability

| “ulnerability = (Hazard * Risk) * Value
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Response




Response
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Analysis
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Port of Long Beach — GIS Platform for Dynamic Planning

Filter, Focus and Coordinate
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Virtual Port Platform

Daily Events
Incident Events
Special Events

Base Data

Utilities
Tenants
Jurisdictions
Vessels Nautical
Blueforce Facilities
Social Media

News

Video

Access Control

Dynamic Data




Enterprise integration
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Analysis / Alerting

Platform-Enabled Apps

Monitoring / Scheduling

Enterprise
Integration

2,

Mobile Ops
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Answering Today’s Intelligence Questions

Enterprise Data

Sensor

Question Networks
Focused @

Big Data

Full Motion Video
One source informs another source to create the Question Focused set of Data and Methods




Actors

Operations
Process-Focused

S5

1

“4—>

Executives/Commanders

Response

Enterprise-Focused

Prevention

IT Infrastructure
Device-Focused

Cybersecurity

Event-Focused
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The Cyber Supply Line

Mission Data Flow

Campus #1




Effect Propagation

Multi-level Model of Data Flow

Cyber Supply Line

Maintain Data Flow s Mission Assurance




Summary

- Geography matters

- Existing GIS capabilities can be used to integrate all mission data

- ‘Whole of Organization’ response required to effectively combat threats

- Shared Situational Awareness is required for efficient cross-domain collaboration




Thank You
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Understanding our world.




