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Challenges for Using Personal Data in Response to Pandemics 

• Compared with previous outbreaks, the COVID-

19 pandemic is occurring in a much more 

digitized and connected world. 

 

• “It is therefore imperative to leverage big data 
and intelligent analytics and put them to good 

use for public health.” 

 

23.06.2020 Organisational unit (edit via “Insert” > “Header & Footer”) 2 



Ethical uses of Personal Data in Response to Pandemics 

• In the collection of data from affected people, the 

principle of proportionality should apply:  

 

• the data collection must be 

(i) proportional to the seriousness of the public-
health threat,  

(ii) limited to what is necessary to achieve a 

specific public-health objective, and  

(iii) scientifically justified. 
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Ethical uses of Personal Data in Response to Pandemics (cont…) 

• At the data-processing level, data quality and 

security controls are needed.  

• Data-integrity weaknesses, which are common 

when data from personal digital devices are 

used, can introduce small errors in one or 

multiple factors, which in turn can have an 
outsized effect on large-scale predictive models. 

Data breaches, insufficient or ineffective de-

identification and biases in datasets can become 

major causes of distrust in public-health 

services. 
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Ethical Uses of Public Health Technologies in Response to Pandemics 

• Personal data and public health technologies 

have been utilised at an unprecedented level in 

the response to the COVID-19 pandemic 

• However, many of these uses have raised 

questions about whether they are ethical (GSMA, 

2014) 

• How do data processors and controllers (health 

departments, governments, researchers) ensure 
ethical uses of data and public health 

technologies? 

• Do these ethical concerns change with different 

uses? 
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Potential Ethical and Legal Challenges 
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Ethical and Legal Recommendations for App Development 
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