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Practitioner-led innovation - why?

#  New Reality of DRM

Q Disruptive innovation

- Homeland NEXT GENERATION
ds Security FIRST RESPONDER

Science and Technology PROTECTED, CONNECTED & FULLY AWARE

v Unknowable outcomes

DHS Science and Technoloqgy Directorate

@ Practitioners know best


https://www.youtube.com/channel/UC98nG-Z9eppinnPDXrXlCPw

Costly mistakes

e annual cost of IS failuresin
Western Europe adds up to US$140
billion (Dalcher and Genus 2003)

UK Firecontrol £ 500m (2011)

» Too big to fail: EPIC in Denmark (Allan
2019)

« UK Contact Tracing: concerns that the
£12bn system has failed to keep up
with the second wave, which it was
supposed to help prevent (Halliday 12
Nov 2020)

BBC News 1st April 2010



https://www.tandfonline.com/doi/pdf/10.1080/095373203000136006?casa_token=-7TtSxwUF6kAAAAA:ag89zkx7OrtFKXIO34EX0kYgnhame93L4int06cMDlxfxFCxn8Q6wudHRFK7lBoxH0UTYlYIUGvVLH4
https://www.politico.com/story/2019/06/06/epic-denmark-health-1510223
https://www.theguardian.com/world/2020/nov/12/englands-test-and-trace-system-hit-by-huge-it-problems-last-month
http://news.bbc.co.uk/local/somerset/hi/people_and_places/newsid_8598000/8598293.stm

What are the challenges?’

Practitioners

" Practitioners
are citizens

| know best?
too!
ITs
complicated

Design for
What about e Experimentation
the public? °Trust

e Flexibility

* Security



Al, 1oT and Analytics

Nearly 5 billion connected things today,
Reaching 25 billion by 2020




Body cams and bio sensors
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- In 2017, £22,703,235 has been spent on 47,922
body worn cameras by UK's police forces.
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. California saw use of force by officers drop by
== 59 % when they wore cameras, and complaints
" about officers falling by 87 %



Piling on pressure?

n

« BWV should always record

« Officers and PCSOs should use
discretion

 |fthe BWV is switched off,
distorted, blocked or simply not
turned on without good reason
a thorough investigation must
take place




Doing Innovation Together
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'‘Good’ as a tick box list is not good enough
It's a matter of making innovation good
together




What do we need to make innovation good together?

 Use cases

IoPST Autonomy Part Il

* Scenarios
e Ethical Impact Assessment

* Social Impact Assessment

* Methods for
creating, experimenting,
evaluating

Europ@ Sociology = Lancaster E= centre for

Urliversity 2 8 mobilities

Public Communication Europe research



USE CASE LIBRARY CONTACT

A USE CASE EXCHANGE - WHY?

Posted on December 8, 2018

Public Safety Communications Europe drives innovation through dialogue between
practitioners, technology developers, policy makers, publics. Use cases can provide

® aconcrete substrate for creativity and dialogue
* aview of possible, preferable, probable futures
e detail for critical review before getting too far down a road

Use cases can show the complexity of solutions we need — Workshop
Participant.




Scenarios

* For innovation
* For training

* For experimentation

— S
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Use Case scenarios

HOME PCP PROGRESS CHALLENGE

NEWS OUTPUTS CONTACT Q

The following describes a number of example scenarios where the BroadWay solution is vital to support communication during complex pan-

European events

Rescue operation — Barge of Irregular
Migrants

A barge of irregular migrants needs urgent

rescue action based on safety of life at sea.

The vessel is drifting without steering with
about 300 migrants on-board 100 Nm from
the shore, in the Gulf of Cadiz. It will be a
joint rescue operation by Portugal and
Spain.

=

Rescue operation — A Cruising ship on fire
at Adriatic Sea

A cruise ship bound from Brindisi (Italy) to
Patras (Greece) with 1500 passengers on
board has a fire on-board. The position is
40 miles east from Corfu. The mission
principles are the same as the previous case
- only the number of proceeding merchant
vessels will be added to the case.

=

Following a "go fast” drug convoy from
south of Spain to Germany

Spanish anti-drug investigation services
gained intelligence about a go-fast convoy
starting from Malaga. The presumed
destination is Hamburg (Germany). The
vehicle is driving via southern France to
Germany via Belgium and Holland. The
original group from Spain moves to be active
in countries where the convoy is, at that
moment.

TRUST - in technology & in colaborating partners






islTethical@

KEY TERMS

Key Terms

'0

ACCESSIBILITY ACCOUNTABILITY ADAPTABILITY ANONYMITY

a m AN 7N T



ELSI GUIDANCE

ESTABLISHING A CIS FRAMEWORK
Codes of Conduct and Ethics

COLLABORATIVE GOVERNANCE
Decision Making

DATA INTEROPERABILITY
Digital Divides

ORGNISATIONAL INTEROPERABILITY
Recognising Relevant
Collaborators

LAWFUL CONDUCT
Privacy and Personal Data
Protection

OTHER TECHNOLOGIES
Broadband

www.isitethical.eu

CODES OF
CONDUCT
AND ETHICS

DECISION
MAKING

DIGITAL
DIVIDES

RECOGNISING
RELEVANT
COLLABORATORS

PRIVACY AND
PERSONAL DATA
PROTECTION

BROADBAND



http://www.isitethical.eu

isITethical( :

HOME ELSI GUIDANCE KEY TERMS OUR SERVICES TESTIMONIALS RESOURCES YOUR SAY ABOUT

Cross-Border Collaborations Key Terms

Cross-border collaboration is a challenge as it can be difficult to break organisational habits of silo-thinking.

However, disasters do not respect borders and increased technological, organisational, and international

interoperability can be immensely beneficial. This means that there is a greater need for collaborative information @ @
management to encourage horizontal, not just vertical communication. The purpose of the European Union (EU)’s -.q P-
General Data Protection Regulation (GDPR) is to facilitate data sharing across the EU and to clarify the approach AUTONOMY

that should be taken to organisations lying outside of this political area. Adherence to its principles and using its

principles to negotiate cross-border collaborations should lead to greater clarity in the negotiation of agreements
and strategies.

e

g,
o

s, W
g

Guiding Questions DATA PROTECTION

How can collaboration be set up to support finding the right counterparts in other organisations, regions, or countries?

What mechanism are implemented to share data and find common understandings? %%



islTethical@

We provide a range of services and support:

islTethical? Residencies. 1-1.5 day
knowledge exchange visits

Creative design and
ethical impact assessment
consultancy and workshops

Membership in the IslTethical?
online community

The islTethical? table top exercise,
which opens up rich opportunities
to rehearse ELSI-sensitive practice

Continued Professional Development
activities



Social and Societal Impact Assessment

=driver’ the technologies might be
ready to share data and
video, [but] the public is
not ... We need to
convince them'.

Guillaume Lambert, Head of Public Safety
Broadband, French Interior Ministry, 2019
Public Safety Communications

D913.31 — SOCIETAL IMPACT ASSESSMENT E urope CO mfe rence i N Pa I’iS
FRAMEWORK- VERSION 2 !



https://psc-europe.eu/images/PSCE_Paris_Conference_Report.pdf

isITethical@) societal Readiness Levels Framework » Responses, response-ability

Integrated into normal
practice within good life

and society systems

Functional in good

society sub-systems

Demonstration of positive

(saL9)

R

SRL7

SRL 8

systemic change

Socio-technical (sub-)system

prototypes

Proof of concept with

potential for systemic change

Concept with potential for

(sub-)systemic change

Value

Practical, effective,

significantly
supportive or
augmenting
innovation in
practice, aligned
with systemic
changes that are
societally good

Isolated idea,
concept,
technology

Ethics

Iterative social and

ethical impact

assessment built-in

Accountable,
reflexive, co-

created, equitable,
transparent design

Technocratic,
opaque or black-
boxed, no Social
or ethical impact
assessment

Blscher, M. and Spurling, N. (2019) Working Paper: Social Acceptance and Societal Readiness Levels.

Use

Technologically and
ethically competent
citizens

Willing and able to
experiment,
evaluate, co-design,
active and critical
data subjects

Passive
consumer or
data subject

@ DecarboN8



How to do good practitioner-led innovation?

€u rope’) Sociclogy Lancaster centre jor
Public Communication Europe UnlverSIty research

* Bringing practitioners, IT
developers, researchers
together

» Support knowledge
exchange and co-creation

* Demand and make
ambitious designs




Aonika Buscher

e Cases and Scenarios for Good Practitioner-led Innovation in PPDR

kshop 20th NI 20 https://www.psc-europe.eu/news-events/news/494-upcoming-psce-webinar-use-cases-and-scenarios-for-good-practitioner-led-innovation-in-ppdr.html

c Mot T Val 2 V10D Sinan s How to source, monitor, °: What can organisatic
CaseS, s¢ Bhafiu3, el: Excnange? Use-Cases, share, format like PSCE contribute
What will you do with Scenarios - more? contributions?
al), Adam Wi (Univer$ity Munster)
e space for our

Cidsiane ol islTethical and other methods
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LA~ OU\'IGI anu ‘;llll\aﬂl llll'lﬂ\ol

d Scenarios for o d enting Scenério Builder, : OUlOS, EXUS Innovation

d innovation in PPDR,

There are a range of sources for

3
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» workshop is to social and ethical impact
r an initiative to ; assessment out there: The

-case Exchange’. We isITethical nlatform_ the SATORI

. Gaming as a research method, Tina Comes, Delft University

eady have thoughts Driver+ Social Impact Assessment,

se feel free to add :; the DecarboN8 Societal Readiness ,
also 'Like' other : Levels Framework. (I will add links f
ibutions. f to these later)

The research *hat led to IsiTEthical?
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